Home Computer CAC reader Installation 

From your home PC, go to https://owa.afrc.af.mil On the bottom right side of the main page it will say: Download CaC Reader Drivers and Software. Click on that to open to the next page. On the lower left you will have several options, chose Download PKI Reader Install.zip. Follow instructions below. 

After you have downloaded the required drivers you will be able to get to all the sites that require the CaC card to log in. To access your General Mitchell email you will need to use the new website:

https://webmail.afrc.af.mil  
** Please note that this will only get you into your GMIAP account. If you have an email account set up at Pope you will need to use their address, it is https://mail.amc.af.mil/exchange
If you need assistance or have questions concerning the CaC install feel free to call the GMIAP Helpdesk between the hours of 0630 and 1530, Monday – Friday.
When logging in to either site please remember to select the CA Email certificate when the box pops up to prompt you to choose a cert! Failure to do this will deny you access to the mail site.
Home Computer CAC Reader Installation

Introduction:  There are three parts to installing the CAC reader.  The first is installing ActiveCard software and the second is installing the CAC reader driver.  The final part is installing the actual CAC reader itself.  The order of each is important for a smooth installation.  The CAC reader should not initially be plugged into the computer’s USB port until all software is installed and the computer is powered off.
Disclosure:  The Air Force agreement with ActivIdentity, formerly ActiveCard, allows Air Force employees to utilize the ActiveCard Gold software for home use.  Home use of the ActiveCard software in conjunction with CAC reader enables users on personal PCs at home to access military and government web sites requiring CAC identification.  
Download the drivers and necessary software from the Download CAC Reader drivers and Software link on the OWA web page or go directly to https://owa.afrc.af.mil/cac/.  
Download PKI Reader Install.zip
TIP:  If you download the file to your Desktop it will ease locating it.

PKI Reader Install.zip contains the following two folders:

ActiveCard 3.0
Install

ActiveCard Gold version 3.0 software

SCMSCR 331 USB

Driver for the USB SCR 331 CAC reader
CAC Reader Installation

1. Unzip the downloaded file:  The file is downloaded in a compressed (zip) format.  It must be unzipped (extracted) before used.  Unzip the files by right-clicking on PKI Reader Install.zip, then click Extract All…  Step through the extraction wizard by taking the defaults.  

IMPORTANT!!  When prompted for the destination to extract the files to, be sure to pay special attention to the location you choose.  You will need to navigate to that location to begin installation.

2. Install ActiveCard 3.0:  (In this step, installing ActiveCard 3.0 automatically reboots your computer when it has completed installing.)  After extracting the files go to the location that you chose to unzip them.  A folder called ActiveCard 3.0 Install was created.  Within the ActiveCard 3.0 Install folder run Setup.exe [image: image1.png]& SETUP



 to begin installation.  This program runs in quiet mode, displaying a few display messages. This program is finished when the system automatically reboots.

3. Install the CAC reader driver:  Go back to location you chose to extract the PKI Reader Install.zip file.  Double-click on the SCMSCR 331 USB folder, then the Installer folder and run Setup.exe [image: image2.png]Elsetup



.  Take all the defaults and accept the license agreement.  When it prompts you for Customer Information you can put anything you like – AFRC & USAF will do fine.  When setup is completed allow the computer to shut down.
4. Install the CAC reader:  After the computer shuts off plug the CAC reader into an available USB port and power up the computer.  Once Windows is reloaded it will recognize the CAC reader and the plug and play the driver installed in the previous step.  At this point the CAC reader is fully functional.

Troubleshooting

Uninstall ActiveCard 3.0.

It may become necessary to uninstall and then reinstall ActiveCard.  It is important that the ActiveCard Uninstall Utility is used to remove the software especially if ActiveCard is to be reinstalled.
1. Download and extract ActiveCard Uninstall Utility.zip from web page https://owa.afrc.af.mil/cac/.

2. Run removeACG.exe.  This program will uninstall ActiveCard and reboot the computer.

SmartCard Service Error

If you get a SmartCard Service Error try running this program to resolve it.

1. Download and extract PKI Script for SmartCard Service Error.zip from web page https://owa.afrc.af.mil/cac/
2. In the PKI Script for SmartCard Service Error folder Run Q273.exe
ActiveCard 3.0 will not install

If you get an error that ActiveCard Gold will not install because you need Internet Explorer 4.0 or higher and you have Internet Explorer 7 installed install the scr55en.exe patch.

1. Go to the ActiveCard 3.0 Install folder extracted in Step 2 under CAC Reader Installation and open the Misc folder, double-click on scr55en.exe.

2. Answer yes to Windows Script and to the License Agreement.

3. After scr55en.exe finishes running do not reboot – immediately run the Setup.exe from ActiveCard 3.0 Install folder according to step 2 under CAC Reader Installation and continue on with the installation.
Browser Compatibility

The CAC reader software will not work with non-Microsoft browsers including:

- Mozilla Firefox

- Netscape

-Opera

No User Certificates

If you try to access a CAC required web page and the “Choose a digital certificate” box does not list any certificates to choose from or the ActiveCard Gold Utilities will not allow you to register certificates under Tools, do the following:

1. Ensure you are using Microsoft Internet Explorer as your browser.  See the Browser Compatibility section above.
2. Reinstall the CAC reader according to step 3 under CAC Reader Installation.  If this still does not resolve the problem.  Active Card must be removed and reinstalled.  Remove it using the procedure above under Uninstall ActiveCard 3.0.  You may need to reinstall the CAC reader again after reinstalling Active Card 3.0.  IMPORTANT!:  Do not install ActiveCard 3.0 without first uninstalling it or much worse problems can result.
Microsoft Vista Compatibility with ActiveCard 3.0
CAC at home users should also be aware that ActiveCard 3.0 is not 100% compatible with Microsoft Vista.  If you have a Vista computer the CAC software installation should work albeit you may get an error during the install but installation should still be successful.  With ActiveCard 3.0 on Vista there is no PIN caching when going between web pages.  Each time you go to a different CAC required web page you may have to retype the PIN.
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